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Abstract of J P 2002252625 (A) 

PROBLEM TO BE SOLVED: To provide a network 
failure monitoring device which enables to separate 
an abnormal part rapidly by directly detecting the 
part where a packet is actually interrupted. 
SOLUTION: A network failure monitoring device in 
the layer 2 network which is constituted of multiple 
layer 2 switches comprises a first method by which 
a filtering database of each layer 2 switch is 
detected and a port corresponding to the 
designated MAC address is required, using the 
designated MAC address and the construction 
information table which stores the network 
construction information showing connecting 
relations between ports of the layer 2 switch, and a 
second method by which a transferring path for 
packets based on the construction information table 
and the said layer 2 switch ports obtained by the 
first method. 
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l, m^^KfmK<zTYvx\izn^sthm^v 

A^2XA hS^»4S51f5#iafc, fulBffi 

V4*?2X4 -y^~(7y^~ hblzm^^. n*r»/ Y<?M& 

m% % s ^ 2 co* ga t * Mfflr$-& £ i: * wmt 

x4 >yi-<7)y y^' J f—^^—x^^mjs.Lfzm 

ACTYVX tfmi $ tiX V » 4 X y h <J £ W\ Vkt h % 3 

04Lv^sat<^Kiircj±, mt&v4*?2x4 y^\±, 

$*7>7Z9ML. mi&&l'4- J r2X-<( 7W?>? 

y y h ft *tt»aj l , ais* y > hffl^sir lt v ^ 

SWt274 •y^-^ti)3'J-r.g»S4co#S^^L, fTlB 

ST-** > >^fL^lrfB#y^ J r2 7.-f ■y^->fcS'3#. y^ 

[0013] i^. hy-^PfW^SB 
« , fflflB# Mt27^f7 ^0#*r- h lacoSfaiUffi 

^•r^- -y h 7-?cvmmm*ffitt&m&'imT--7 

^SVLAN#^£K#$-S8l05#ai:, lulBffilc?) 
fSTMLfeVLANffi: . MIE«^ffifBx-7;b 

|S[— (7)VLAN#-^t>ftJtl5-^SVLAN£7) 
8»»^> £112 *S t £ JWi-T£ £ t t -ti . 

*«»!B<0*v by-^PtSH^Sii, MIB#y 
-f -V 2 X A -y i-co&tf- h ffleMfflfflffi&TF-t* 7h7 

~^commmmmH-t^mmmmrr~y)Vb, mmn 

tm-rnhaMzJ:*)8!;fe$tifzU -1^2X4 -yj-cog- 

#-b&im£ismrhm 1 o^afc , BtriB® 1 

l y >f 2 x a -y j-cD&#- v covtm b , mm 
mmmT-rivb cs-^s , m.mmmmru v ?mz 

[0014] *%0^^'y by-^I^WE^B 
« , mrlE# y A -V 2 x >f ^<^#,-K- b laoffiiKIHffi 
ffrt* -y b y-^co*ififiHB*tSJfrr4*fi)tflm-r-7 
;bt. mM&UA J r2XA »/ J f-cr>&#—blZ®MZiVZ 
^SVLANS-^-S-BX^-rS^El^afcs MVLA 
NtftltSVLAN »#36«aft3e S fLT V ^ S sK— b & 
mi\~fZ>m2co^®b . WBB»2^#STWiOS*ifc# 
-bt, mTlB^tWg^-TVbt , iiMVLA 

ji^Tt^JEH^^Sit^'T^ . ^7l« 
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[00 15] 

[ mmmm 1 ] in 1 & , ^m^mmmm 1 <?> * >y 
hv-? mm^Mmmtimm sns * >y b ? >-x^ 

1— 3«W-V2*>f -yf- (HT, X^f v^-i:^ 

■tS. d^x-f ( 1 — 3 ) (4. jl— r*» 

6{±i> >7X'fo y , x -y f - m ft sm^- £ 
^aHS^PWi* aBraaa-f 4^a-rft s . sawn 



tl **Iffl*-y b7-:7 8ft. X-f -yf- (1—3) "CfS 
Jj£§:fX7t*>y bT7-;?£M=K(tTV^#\ so^t-y 
t-V-^fcLTfcSgE-rtfrC**. 9, 1011 *-yb 

££{t£^>y btOSSflftfi 1 0» 1 1-1 8(i:Jf- b 

xh y . x-r yf- ( i -3 ) ifij**r - y h saaiwi-r* 

[0016] 12(1 Hi t^-f^-y b"7— ?yXfA 

Mfewc. #x-f vf-<^^— hlBi^^saWfli^^tfl! 

coHTfe IliatctJ v ->T . 3 1 it V y 7 7 4 -/b FT 
* y , «)&W#-r-77b3 0 oxy b y £*ffELfc 'J y 
^#f-2:fS#W-S>7>f-^b"C*S. 3 2JiX-f >y^l 

7 <r -/vft#> y . x-r 7f^^sits y y?cr>— -ft 

izfgffi S #iT v ■> i, x >f >y f^fe ft f&lfrt £> 7 -/b F T£> 
I.. 33 JJjK— b 1 7 * -/b bT& 0 . X-f -y -HHJftffi 

tS7 /UKTfc*. 3 4J4X-f -y&27 OVYXh 
"3 . X-f •y^lUftjgfg-f & U >7«i; 3— ^TfcSSRSft 
SX^f >y^^f&#WS7 4 — ;bb*T&£ 0 3 5(4*— 

b 2 7 -r -;b FT£> *) . x-f -y -HSftSl^tl. 

7 A —iVVX'hh . 3 6 (iffij&tiffg-f- 771/ 3 0«iy 

b u t& o . y >* 7 cog^fWfi^ajf^ftT v •> 

[0 0 17] 123(4. HHCSrTX-f y-?- ( 1—3 ) CD 
Hmffif&£^~t7'v-y?mx-fo&» Hltti^T, 4 0 

(4^v bx-f >y^T£>y. SliL^y^y h^Mffas 

4 HciO^Stl^^-bfclBM-rSo 4 2{±7^/l- 
^'Jy/f-^-X (jaT\ FDBt»f?,„ ) -CS) 
1 >^-y bcO^MACT Isil^ 
- b £rfg5£-rS7 x -77b-C£> 4.41 liMWaTCft 0 , 



h, 4 3ifV--yhJ}iy>?X"foK), 7^7WML 
tzm* Z mfet> ^ -y b <7)Sf!« 5: * -7 y b ~t 5 . 
[0018] H4{±. 01 t^^t-'y 17-?y^fA 

mmizti^x. 5 o(±yN°7-'y hxh o . fw^p^-caft 

r S flfflC r - ^ colEiSjfe^Sfg^- 5 ^ -y ^^#JD $ 
:?XT V ^ S 'ft 51 AC T b P7t 
fcO. y^.y b 5 0^%5fe?rfgSL. X>f -yf- ( 1 — 
3 ) ti, 3t5feMACr 1 KJ: 0. jHm^t°-b 

Sr^S-TSo 5 2{iiiy7nMACTb'l-XT"^y. 
vj- ( 1 — 3 ) {i. *fitJtv\°y.y b 5 0«7). 3My7t:M 
AC7F1/X5 2 tcj; 0 s F D B 4 2 OSUffl ffiSr^l 1 

o s 3 n- bT-& y . fra^-cafrr^ffi 

[0019] 05{i. IM 3 tCTK-f" F D B 4 2<7)1fitSr^: 
tit'AI). |Hlia^i3V>T, 6 1liMAC7Kl/77^ 
-;b b X'fo y , %7nM AC T b b- X^^gtt $ tLT V ■> •§> „ 

6 2 (4*°- b#^-7 <f -;b b'T"& y . ^55tM A C T b' b- 
X(C*frSiHm^-b?rfS*frr4« 6 3i4FDBx>< 

by-e^y. u^^crvvMznthm^'-v^ 

a»#*r & * Slit- SxyfytAS. 

[00 20 ] IltSt^7 bV— ^^•f A(Ct3V^ 

t*ft. * -y b T7 - 7 l*!tf)i&ffl&S& 5r h ^& ft itt 
WS. X>f -yf- 2*54^7.^ -y^-3(±. 

iltStioC/P- 7°^tCffiM$aTVi^^\ I EE 

E 8 0 2 . 1 DTSSSti-TV^xy^yy^ y— 7°a 
b i 0/1- — ^*^)=SrV-»itfB|EHf36ftflftKS<x-B»&-tc 
ov^T*-fR»T4. #x-f -y^- ( 1-3 ) tt, xyt- 
>-7"^y y— Tnbn/bftHfrU X-f yf2W'f y^- 
3 1 <?M<n y y ^ 6 fcgsgg § ixt v •>& x >f >y f - 2 c7)*r- 

M4fc. X>f yf-3^-bl 5ft7"n-ydfy^'ttffi 

iz^^xts y , ^-coffi^-K- b ft 7 ^-y-T 1 ' >f >71fM 
tc=5roTfcy;b-T«^ftE&±LTV^ 0 PfWffillil 

S7{i. #X>f yf- (1—3) cr>&#— htiK 

sf V U -7°c? b x7;WCi3it§ 7 * "7-r 1" y/'tS* 1 , 

SbSv^i. 7"c?-y^>'^» i ft^tli-f--S»o IH:*t 

WTtt, sK— b 1 7 „ 13. 11, 12. 16. 18^ 

7 =r v— f ^ yym&xfo y , ^K— b 1 4 ?k — b l 5 

7'^y y -7°d b n/i-tc j: y «BgSii^tfeaessft^s 

[00 2 1 ] mz^ >y^- ( 1— 3 ) W^>y b^>7 
>^4 3ftfflV^T. SH*9*»4>3B*1 O^SftSn^ 

*ffiffiSS7{±. X-f-yf-1, X-f >y^-2i3 it/fX >f -y 
^-3(C. gftL7^yN°7--y b^5tMACTbl/X5 1 
JSflT^I>Tb^X#'. Sifcfcl OtfOMACTb'UX 
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SriUff-f-ft t . v^-lif'W&J^'r v V 5 0 2:5 

frtft. X-f -y^2ii. ilny-yb5 0O^7Pl/ 
XtCiS*l 0WMAC7 FUX;&*iESS3flT^6Jt#>. 
X>f «yf-2«tfW»9I4 1(4, yt^r-y h^^y^4 3 Ogfc 

£ — ?JffilD$-t*:S. IBC^iofcSK'^'y M±, X-f 

f3W^ 7 ^W43 coifc^ix ^tl 1 tiflnf- 
ft. ii*7'y9imtoLtiX4 v^-fcflWtflHRf— ^3 

5 £ i; ^'T-t ft . 

[0022]^:, WWB#tCil«gS&«flJ#*^ltHW 

M^litS. #X^ y^ ( 1—3) |i, gffLfcvt 
^•y 1 5 0(OiM l 97Crh'l'X 5 2 t^^futMACT 
Kl/X£rFDB4 2 COM AC T H VX7 1 
fc, MWt-r -y h cOSfS?K— M??: F D B 4 2 CDtf— 
b ^ 6 2 Cfiimt it S . i^FDB 

4 2 (7)^w®acopffltov»Tii. Tissue 1 <?y^~-=j 

3 0 1—3 0 2£#jB3*Ufc^. 

-PA1 : %£%mm. "VPN/VLANi^t" . 

PtWKt^ai7fc:«, x-f-yf-l. x^f -y^&i^x 
A -y-f 3S«OjjSffiRfffiSr^«BgflH8x- 7^3 0**f 
^ISS § ax V ^ ft . PfWIttf SIS 7ii. t^lffl *7h7 
-?8£ilLTX-Y -yf-1 , X>f -y^2 t>J:t/X-f 7f 

3*»6FDB4 2tf>W?|£-€-*l.-€WR»i-4. 

[0023] utfc mmmffimw.7tf. ml^fd 

B 4 2 tf)ffi$g t «j£Wfg-r- 7> 3 0 «t«BtC*0* £ S 
5R9j6>4>«H51 O^fcJliiSftft^y btOteiUgS&Sr 

B4 2 SrSS* 1 0<50MACTH1^XT-«!^L. *°- M 

fKfffB-r— 30J:9x-Y>yiM co^- Ml & 

X>f >yf-le7)FDB4 2 £335*1 OcOMA 
C7KI/XT'K*L, *-h 1 2^-bS-^-^JX^-r 
ft„ «j£fMBT— 7'Vl/3 Oti OsK-M 2tf)S5HBfe 
It. X^yf3W-M6ti)l»;!:W), & 
-X4 •y^-30FDB4 2£im*l 0<?)MAC7F1 

fif Wrr— ~7>V 3 0 i. <0 , X4 -y^-3«0sK-h 1 8[:(i, 
x >f >y f-j&«H8K $ fit d vfr ^ i i: ;Wbj&» 0 , ^cnm&X 



[0024] jaTfc. WWi£ff§S«7A\ 3(8*9*^38 

<r>mm % wtiftt & . PSWisigM 7 a , * -y h y - ^ 

[^(^^-^•r«X-< yf«FDB4 2^<iig*9«MAC 
THUXOFDBX^MJ 6 3 ^iiJI^-T-S. » S*9(i, 
MOtcMACTKPX 5 2 tC®* 9 COM ACT 
IBtfeL, ^MAC7FI/X52CS*10cOMAC7 
H UX^IBKt^^ 7150 SriMff-Tft . SUE^^ -y 

3 iOJIt'X -yf^gifS. #X>f ■v^*mfet& 
m. il^7y b <7)j* "9 TCM A C T F1^X5 2tlB«L 
7^MACT KUX^W^iXjBliX^ yf£0FDB4 2 

(^i*§ixft 0 3«A?$r-yhj6***10tci!|3»«, HEff 

^ISS7{i, ^-y bV-^rtcO-t^TfOX-f y^ ( 1 
-3) »FDB4 2JE#L, SI^FDB^S*9«M 

ACTHl/XtJ: 0«SSL. ^fSMACTH'L-X^eii 

[00 2 5] H6{i:. ^^"VLANti3ttl>yN°^->y h<5D 
fiBSSr^iaT' HHtCfcV^T, 7 0li^/VLA 

tfOteM^^ 2r J^^-T l> A v7^fcJ:y ; VLANS: HgiJ-T ft 
fc*<7jVLAN##^ftJn§^L-r^ft 0 7 lii^MA 
C71'l/Xt*^ y^-y b7 0<7j%5fcSr}^St, X-f 
■yf- (1 — 3) liI<0ljtMAC7Kl'X7 1 tci 
EiJ5fc^- f &^^f"ft 0 7 2 liM. 0 7cM A C T F UXT' 
35 0. X^f ( 1— 3) iiSfl Ltz^ >y hco, 
MO 7CM ACT h' 1^X7 2SrMT. MMACTHU^ 

oajSOffck'SrSJK— 7 3(1 vlan# 

[0 0 2 6 ] H7ii. VLAN3&«iSSStL5t*^by- 

^^xA^HM**"T^n^^ia-r*>4« 8 0(iVL 

ANtfcl X^7f^M3, 14. 11. 1 
2. 15. 16. 17tl8CSiVLAN(7)VLAN 
SftT^ 4. El7t^t-MT'{S. VLAN# 

7b7^^X^ ^ ( 1— 3 ) C0#3^— KCfftgS 
ixT^S VLAN#-^£fl3lf#U lOOTLAN*^' 

NSWffiL. x>f ^^f ( 1—3 ) CO 
ft— M 3 . 14. 11. 12. 15. 16. 1 7 1 1 
8CVLAN#fi: LT 1 Oi^^tlX^iZbifih 

3 VLAN8 0<7)^£3&65£ fcj^tSS, 

[0 0 2 7 ] HH%. X.A »yf 2tfc^T, VLANS^- 
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b LT 1 QHS&fe-gtLX^&tf—hte. 4°-b 1 4 b# 

1 4fc(±X>f 'yf-3#j£iBg$*U 1 3\Z\i.X4 >y 

f-l* I SSKS*l.T^4fcft, VLAN 8 0(4. X>f -y^ 
2i:XW &4t/XW 7f 2tX-f -yf-3 

fc «0 (at U V 7 LX^h^b ififrtp>h . x 

-f t£VVt(4. 1- 1 2tVLANSf 1 0*5 

fSSS tLT& 0 . SflSffiffi-f-TVl' 3 0 £ J "9 . b 
1 2#*X-f >yf-3i:!BRS*tTV^4ii:3Wh6*4. Pl« 
t, X>f •yf-3titiV^Tli, iK-M5, #-M6t 
*°-b 1 8CVLANffl O^ISSSiXTiSD. «j£ 
ffiffrr— 7^3 0£>£>. sK- M 6 t<4X-f -y f - 1 siflg 

b 18CI1 x-f y'f-iffimztiX^^Z.bififtii* 

X4 •y^3tfMMLXm%i%titzZbfrt>. V 
L A N 8 0 comS&lZfo— Tftfflt LX^&Zb 

[0028] mmmm2 ] @8(4. «swtf^at« 

i§2^7h7-? P**EffiSBA*affl $ *l4 * •/ b 
V-^^Xf-AcOitB&ffifiSii;. VLAN<7)ittlli 
t/nv^T'*!.. RHttSWC, 90— 93(JX^7 

ifefclBS-*-* . 9 4-9 7li l jy?tfeD. x>f-yf-ra 
£ffif^SfE>*g&T-ft S „ 9 8—108 (4*°- b X"$> 

9 o—9 3«x^f -yf-j&jyciry bsas^-saf* 
io9, ii 0(4. *-y hv—^comm^m 

mLX^&>$fcfcX'fo&<, 1 1 1 — 1 1 2 (iVLANt'fc 

ANTftS. VLAN 1 1 111 XA 7W~h9 
8, 1 08. 1 07. 10 5tVLANfft U10 
J&*KJ&&irTV*ft. VLAN 1 1 2(4, X-f -yf-CO^K- 
M 00, 1 0 1. 1 02. 1 0 3CVLANSftL 
Til ^'lajg^tlTV^S . 199, 7t°— MOO, 
!K-M0 3j3j:i;^-M04dl ^f-lVLAN 

-y f- ±.CO— ~?COtf- b IZ fSJt § *VC V * £ V L A N £ — 2 
<r>?)V—yt LTSf^-bt^fJKSltSVLAN^ 
TfcS. VLAN 111 i; VLAN 1 1 2(4. *-fV 
LAN^jlLT ] J>7 9 4b D 9 6 CT)2^XWSt 
$fxT^£„ VLAN 1 1 1 t VLAN 1 1 2(4jtX4 
±. Z-)«?yviANtfel)i\ ,-K-lVLANCJ; 
OSc^SiiiSfflWt — ?OTLANt LTiM^LTU 
4. isDVLANcO.lt ETFTWU iSSSVLANt 

[0029] iiXTlZ. *mMCDBmiZtH^X . iSSVL 

ANfiOgKSr^5^rffi£oV»TlKBJ-^S. *"f. VI 
AN 1 1 1 hVLAN 1 12Ci 9ffiJ&£*l*rSS{£VL 

ANfc«-UTiSISVLAN##*fflOSTS. HSiSfe 
VLANCIl VLAN 111 i; VLAN 1 1 2tfi?£ 



tlXii 9 . Sfl8iS£VLAN#-^tMLT(4. VLAN 
1 1 lOTLAN#ftiS 1 0 i; VLAN 1 1 2C0V 

LAN#t fi>s 1 1 tfttfcHi-ftzftx\i&. mm<?>B 
com&mmzwm^&ffif&ffim'r-rfrZft-ox&K) . 

*-y h 1 7-^±«^S-XW 'yf-CO#jK-btt£5£§*XTU 

i,vLANf^i§L, aasvLAN#-^t*fje-rs 

VLAN#fT|>|,l OU l^-t-ittTV^S^— b£ 
. *«9iftS, ^-198, 99. 100. 10 

1, 1 02. 1 03. 1 04. 1 05. 1 0 7. 1 08 
t>tl%>„ H «SH t * -y 17-? C0«f&fif$gir- 

7";^^> . mmmm 1 1 ra«fcasev la n 

*SV LAN OlS&it/b— 7^£WlI£&# i ^ LTV^S i 

[00 30] 5ri>. ffliLtWI!! |5f«^'?l±t/iB# 
* . flf^L^^jSft 4 v ^(4Ssae^cHft § fx 

<5DtessB*i#^ * ; t ^'t'S ^-5 3t?ty>. 

Ib-y^m^t^^th <r f: Sr^Mt'S £ ; fc t J: 
D. ^°^-y b^lStiSHIL. ^-y bV-^WWiSSril 

SraS^^^J^^t^O. S4.(C ItWVLAN 
C 4 0 « J& $ fut 3S*6 V L A N coBffi £ h Z\ b WC 

[0031] 

iwM^m] ^Miz&^xmTjkzti&wncoo-hitm 

( 1 ) *»sJ!t4tL(f . Hgt£;^-y btfb'ZX'^Mlz 
( 2 ) *SMifc«fc*tfr, ^°^-y hsWHtfiRtaKHL, *>y 

( 3 ) *f6HJt 4*1(4. VLAN<?5S®BK& 
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h y . 4 0-A^ 7 f^7f, 4 1-"ffl»g|5 s 42- 

7 -r/i^u ypf—f^—^ 4 3— 

$\ 5 0, 7 0-A°^7b, 51, 7 1-»AC7 
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